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Solemeini’s Revenge from Cyberspace: A Blatant Escalation

Moshe Kwiat*

Two years ago, on 3 January 2020, the United States killed the commander of the
Iranian Quds Force, Qasem Soleimani. As recently confirmed by former chief of Israel
Defense Intelligence, Israel played a role in the killing.! For its part, Iran claims that

Israel directed the operation.

* Mr. Moshe Kwiat is an MA candidate at the Lauder School of Government, Diplomacy and Strategy,
Reichman University, and an OSINT analyst.

! Haaretz, “Ex-Israeli Intel Chief Admits Role in Assassination of Iran's Qassem Soleimani” Haaretz,
20 December 2021.



https://www.haaretz.com/israel-news/israeli-intel-chief-takes-responsibility-for-assassination-of-iran-s-soleimani-1.10481220

This year’s anniversary of his death was marked by pro-lranian cyber operations
targeting Israel, consisting of the hacking of the platforms of Israeli media, the sending

of messages directly to the cellphones of Israelis, and a hashtag campaign on Twitter.

Early in the morning on 3 January 2022, the Jerusalem Post website and the Maariv
Twitter account were both hacked and temporarily defaced with threatening messages.?
The hacking, which occurred at approximately 2 AM Israel time, has been attributed
by the CheckPoint cybersecurity company to a Yemen-based pro-Iranian group.® While

no lasting damage was done, this attack is not unprecedented.

Iran has a track record of hacking media outlets, both in Israel and the United States.*
Taking over major news outlets could be an effective way to gain access to journalists
and spread doctored stories which appear authentic. Additionally, as reported by Walla
News, many Israelis received WhatsApp messages intending to demoralize them.®
These messages originated from phone numbers from around the world, though many
of them had pictures of Iranian regime officials as their profile picture.
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As seen on getdaytrends.com, the hashtag #/x1'xn_10n was the top
trend on 3 January 2022 at midnight UTC (0200 Israel time).

2 Tzvi Joffre, “JPost Targeted by pro-lranian Hackers on Soleimani Assassination Anniversary” The
Jerusalem Post, 3 January 2022.

% Yinon ben Shushan, “‘Message from Iran’: Who Is behind the Messages that Israelis Received this
Morning?” Walla, 3 January 2022 [in Hebrew].

4 Tzvi Joffe, “Cyberattack: Anti-Israel Message Takes over Multiple Israeli Websites” The Jerusalem
Post, 21 May 2020; Maggie Miller, “DOJ Charges Two Iranians with Interference in 2020 Election”
The Hill, 18 November 2021.

5 Yinon ben Shushan, “’Message from Iran’: Who Is behind the Messages that Israelis Received this
Morning?” Walla, 3 January 2022 [in Hebrew].
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What has received less attention is the other element of Iran’s influence operation. A
Hebrew-language hashtag campaign pro-lranian accounts promoted on Twitter,
[xxn_on# (“message from Iran”), numbered over twenty-seven thousand tweets and
was briefly trending in Israel. While at first this seems like a sizeable undertaking, the
numbers tell a different story.

The campaign consisted of less than two-thousand original tweets, and over twenty-
five thousand retweets. Of the over seven-thousand accounts involved in the campaign,
over 80% were only retweeting tweets with that hashtag and did not create any original

content.

This graph shows the number of tweets by hour. The
focus of the campaign was on January 3 at 00:00 UTC

(02:00 Israel Time)

The height of Twitter activity came at approximately 2 AM, the same time when the
hacking of the Jerusalem Post occurred. By ramping up the campaign at a time of day
when Hebrew-language Twitter is less active, it had a better chance to reach trending
status, as it did succeed in doing. Trends are pushed by the Twitter algorithm onto the
home page of users, thus providing the oppurtunity to make an impression on the Israeli

public.

According to the Talkwalker application, the potential reach of the tweets with the

hashtag |x'xn_non# (“message from Iran”) totaled over 23 million Twitter users.



Unique Tweets vs. Original Tweets:

m Original Tweets = Retweets

Amongst the original tweets, the most popular themes were the promotion of the idea
that a final status solution should come by way of referendum, where all Palestinians
descendent from those who resided in Mandatory Palestine (including refugees in the
diaspora) vote on the identity of the land between the Jordan River and the

Mediterranean Sea.
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5:58 PM - Jan 2, 2022 - Twitter for Android

954 Retweets 8 Quote Tweets 2,131 Likes
“The only way to peace in Palestine and to solve the Palestinian issue: hold a referendum
amongst all Palestinians from all religions — Islam, Christianity, or Judaism. #Message_from

Iran (source: @m_shoejail)


https://twitter.com/m_shojae1/status/1477670739633389575

This idea was introduced by Iran’s Supreme Leader Ayatollah Ali Khamenei’s Quds
Day speech in May 2020 and was accompanied by graphics depicting the Dome of the

Rock, Al-Agsa Mosque, and the Temple Mount under Iranian and Palestinian control.

Other popular themes included criticizing the IDF for internal issues which have been
in the news lately, such as the subpar food or the horrifying revelations of sexual
misconduct by officers; accusations that Israel is committing war crimes against
Palestinians; pushing the idea that Israel is failing to provide safety and security for its
citizens; and accusations regarding settler violence in the West Bank. These messages
were very similar to those sent to Israelis via WhatsApp, with some of those messages

also containing the hashtag #jx'xn_non.
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“In this land, the armed residents, protected by the army and receiving legal immunity,
easily attack the Palestinians. While living in this land illegally. #Message_from Iran

(source: @yamahdy ma)

® Benjamin Weinthal, “Iran’s supreme leader releases anti-Israel ‘final solution' poster” The Jerusalem
Post, 20 May 2020.



https://www.jpost.com/middle-east/iran-news/irans-supreme-leader-releases-anti-israel-final-solution-poster-628633
https://twitter.com/yamahdy_ma/status/1477684914053070851

To boost these tweets and draw attention to the hashtag, those behind the campaign
targeted and tagged leading Israeli public figures, as well as replied to tweets by
prominent Israelis. The coordination and potential automation of the campaign is clear,
as the tweets and the hashtag were in Hebrew, not exactly a language commonly spoken
in Iran. Furthermore, there was an abnormally high number of accounts which

consistently retweeted at high intervals.

Approximately 25% of the accounts involved with the campaign retweeted at least two
tweets within one minute of each other.” Another suspicious element is the noticeable
use of relatively new accounts in the campaign. When looking at when both accounts
which only tweeted original tweets and those accounts that only retweeted, there are
noticeable peaks at similar points in time. This points to coordinated action beyond the

hashtag campaign itself.

The themes which received the most engagement (retweets and likes) were the idea
that the final status solution should come via a referendum, support for all types of
resistance for the Palestinian people, and domestic issues in Israel such as domestic

violence, settler violence, and Ashkenazi-Mizrachi relations.

Theme % Of Original Tweets

Referendum Between The River and The Sea
IDF “Scandals”

Qassem Suleimani

Israeli “War Crimes”

Governance

Settler Violence

Israeli Colonialism

Israel’s High Cost of Living

Israel’s Corrupt Officials

7 Calculated using: Timothy Graham, “Coordination Network Toolkit” QUT Digital Observatory, 2020
(software).



https://doi.org/10.25912/RDF_1632782596538

What is notable about the campaign is that it was easily identifiable as a pro-Iranian
campaign. The accounts taking part identify as Iranians, and many of the tweets
included Iranian flags. This is clearly a brazen attempt by Iran to intimidate Israel and
take advantage of sensitive topics in Israeli society while also emphasizing their ability
to manipulate the discourse on social media. This is in contrast from past campaigns
against Israel attributed to Iran, which were made up of profiles purporting to be Israeli
and infiltrated political groups with the goal of influencing political discussion in

Israel.®

During May’s Operation Guardian of the Walls, a campaign reportedly originating in
Iran operated Twitter accounts identifying as Israelis and spreading the narrative that
Israelis are not native to the land, that Israel was unable to provide security to its
citizens, and that the solution is emigration.® This campaign may have been aimed at
boosting Hamas’s image abroad. Additionally, Hezbollah has also promoted the idea

that Jewish Israelis should emigrate from Israel and “return” to Europe.*°

This campaign is more similar to the phenomenon we saw following the death of
Soleimani, when the hashtag #HardRevenge was trending. That campaign also went
viral thanks to a disproportionate number of retweets, with the involved accounts
openly identifying as Iranian.!! In fact, in comparing the users involved in the two
campaigns, there is a slight overlap. While this overlap is statistically insignificant

(<1%), this aspect should not be ignored.

8 TOI Staff, “Facebook says Iranian fake news network sought to back anti-Netanyahu protests” The
Times of Israel, 6 November 2020; TOI Staff, “Report: Aiming to sow chaos in Israel, fake accounts
target Likud activists online” The Times of Israel, 29 December 2021.

® Nadav Eyal, “Fog, Battle, and Plague” Yedioth Ahronoth, 27 May 2021 [in Hebrew].

10 Inbal Orpaz and David Siman-Tov, “The Unfinished Campaign: Social Media in Operation Guardian
of the Walls” The Institute for National Security Studies, 12 September 2021; Tzvi Joffre, “Hezbollah
infomercial aims to 'help' Israelis leave Israel” The Jerusalem Post, 25 May 2021.

11 Kanishk Karan, “Tensions escalate on social media platforms after Soleimani’s death” DFRLab, 4
January 2020.
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From this past campaign it is apparent that Iran is well acquainted with Israeli society
and burning domestic issues which divide the country. While it is highly doubtful that
the campaign discussed here exacerbated these tensions, Iran has the potential
capability of capitalizing on domestic discord and even triggering instability.
Alternatively, the capabilities shown off in this campaign could be used to create false

perceptions of Israeli society, to gain support for Israel’s adversaries abroad.

The foreign interference in domestic affairs is a challenge for social media platforms,
and the fact that many of the offending tweets remain online is something which must
be dealt with by Twitter. Another takeaway from this year’s anniversary of Qasem
Soleimani’s death is the ability of pro-Iranian cyber groups to coordinate a campaign
across different mediums. While no elements of the attack were overly successful, the

potential damage is clear.
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